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Security is complicated

Crypto system

Given the types
» M of plaintexts
» C of cyphertexts
» K of keys
» R of random seeds
a crypto-system is a triple of algorithms:
» key generation (k. k) : R — K x K,
» encryptionE: R x K x M — C, and
» decryptionD : K x C — M,
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D(k,E(k,m)) = m

» secrecy (IND-CCA):

co€Ag, m = D(k, cy),
Prob [ mo, m;eAy(co, m), ceE(k, my) |_
c1 € Az(Co,m, Mg, my,c”), m = D(k, c)

N =

bEAS(C()ymamo?ml?Caclvr’ﬁ)) <

for any probabilistic algorithm A = (Ag, A1, Ay, Ag)



Idea

Symbolically, the secret is guarded by a key

Ve. ©, E(k,m)Fm = ©Fk
)

k guards m in E(k,m)
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Idea

Symbolically, the secret is guarded by a key

ve. ©, E(k,m)Fm

k guards m in E(k,m)

Does that mean that the key is way-below the secret?

— ©OFk

)

vJ. |_|ng — JJk

k

0

< m
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Outline

Information systems, honesty, and guards
Information system of a protocol
Honesty system of a protocol

Way below

Dusko Pavlovic

Security and
domains?

Info system
Honesty system

Domains for
guessing

Summary



Information system of a protocol

Algebraic model

» algebra T

» equational presentation (X, E), generators V
» principals W

» A e W ownsx € Va, astore, nonce or key
» fixed protocol run Q

» A€ W maysendt €T, orreceive into X € Va
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M=o — VYteo 330 c 3 * Hg C r. Honesty system

Consistent sets

o)

Iy
Cong
Con®

Domains for

) E uessin
p(g) =t E—

Summary

A’s environment in Q
{0 € T | F/% - O}

U Cong
Aew



Example: Encryption protocol

»>Y={E,D:TxT— T}

> E = {D(x,E(x,y)) =V}

E(k,m

» 9={A——
errx
» m ey

<— X e {AB}
— X =A
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Domain of a protocol

D? = lacpl | VOCa ©cCon®

fin

AOFT =T Ca}
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Order ideals

JD

{JeD |

VaChel=acl]
VabeJﬂceJ.a,bgc}
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Continuity = left adjoint to | |

Wi
D ——— g

Y(@) = {xCa}

v@a) = | |3
W) = {x<a}
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Continuity = left adjoint to | |

Intuition

» W(a) = {x <« a} are the key elements of a
» if| |J J ais a"computation" of a

» then k <« a means k € J for every such computation.

» VW (a) = a means that a can be computed from its
key elements.
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Example: Encryption protocol

> W(m) = {m}
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Example: Encryption protocol

» W(m) ={m} (
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Example: Encryption protocol

> W(m) ={m} (
» although m is never sent in the clear
» and no principal knows it without k
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Example: Encryption protocol

» W(m) ={m} (
» although m is never sent in the clear
» and no principal knows it without k

» Con€ contains some sets that never occur
» they cover the honesty assumptions

Way below

Dusko Pavlovic

Security and
domains?

Information and
honesty

Info system

Honesty system

Domains for
guessing

Summary



Example: Encryption protocol

» W(m) ={m} (
» although m is never sent in the clear
» and no principal knows it without k
» Con€ contains some sets that never occur
» they cover the honesty assumptions
» culpritt vaCbeJd=acl
» every derivable term is derivable on its own
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Honesty system of a protocol way below
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=
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Honest sets

g = A'senvironmentin Q
Hong = {@€p;TITRCOATRIE}
Hon? = [ ] Honp

Acw



Domain of a protocol

D¢ = {a€cpT | V=CadOecHon®.=CO

fin

AZFT =T Ca}
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Honest ideals

‘HD

{HeD |

VaCbeH
(F©e€Hon.©Ca)=acH
VabeHﬂceH.a,bgc}
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Guards = left multi-adjoint to | |

aCV(H)

< 3dGeg(a).GCH
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Example: Encryption protocol

> G(m) = {{k}}

)
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Example: Diffie-Hellman Key Agreement

vy

A B
vX
g
u
gy
\"
vX n
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Example: Diffie-Hellman Key Agreement

» W(g¥) ={g¥}

> G(gY) = {{g*,y}.{9¥.x}}

(
)

Way below

Dusko Pavlovic

Security and
domains?

Information and
honesty
Info system

Domains for
guessing

Summary



Algebraic theory of secrecy R,
(Meadows & DP) Dusko Pavlovic

Security and
domains?

Information and
honesty
Info system

Domains for
guessing

Summary

G guardsy© = Vte©OV=CTdl €g.
SFt==FT
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Only(©;G) = YXeWVvteO.IxtFt=XecG

Secr(©;G) = Have(©;G) A Only(©;G)
= WXeWWwned.lIxyFteXel
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Only(Zi; Gi) \in:l {Zi}{; guards ©

Only(©; ,Glei)
1=

Secr(Z;Gi) [, Sitg ©, {Zi}H.guards©

Secr(©; _CJlGi)
1=
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» secrecy (IND-CCA):

co€Ag, m = D(k, cy),
Prob | mo,mi€As(co,m),c€E(k,my) |_

€1 € Ap(Co, m, Mg, My, c”),m = D(k, C1)
- 1
beAS(C07mam07ml7caclam) S E

for any probabilistic algorithm A = (Ag, A1, Ay, Az)
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Idea

» assume that the algebra T is given with

» an implementation

[-1
Vv
such that /[t] =t

T - L
L—~T

» monoid of feasible maps F C £*

» frequency distribution

Prob

T — [0,1]
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Domains for
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Guessing

r’ ® — [FH6 Enriched dependencies

Guessing and continuity

Summary

» to Bayesian inference

(-F—-):DxD — [0,1]
e —— Prob(lr't o)

» and guessing (cryptanalysis)

[-F-]:DxD — [0,1]

re — \/ Prob(r-eecA())
AeF
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» enriched over the ordered monoid ([0,1], 1, §>

» treat (I ©) and [ - ©] as hom-objects in [0, 1]

» the states I', © ... can now be viewed as sets of
equations and inequalities



Problem

The Bayesian inference and guessing are not transitive:
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Problem

The Bayesian inference and guessing are not transitive:
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... but they do satisfy Gomaings
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Domains for
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Guessing
r o @] Enriched dependencies
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EFnErFe) =
EFrErFel = |

Summary

because

(=r) (zre) (=re)

ENEFRN )




V-categories

> (V,®,1)
» monoidal category, abbreviate k ® ¢ to k¢

» C={A/B,...}
» class of objects

» (A,B) eV
» hom-objects, for every A,B € C

» composition, for every A,B,C € C

> (A):1— (AA)
» identities, for every A € C
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V-categories

... satisfying

(A,B)(B,C)(C,D) M» (A,C)(C,D)

id(BCD) (ACD)

(A,B)(B,D) W» (A,D)

(A,B) Id—®(B)> (A,B)(B,B)

(A)wid & (ABB)

(A,A)(A,B)W (A,B)
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V-categories
Examples
» V= ({0,1}, A, 1) — preorders
> V = (Set, x, 1) — categories

» V = ([0, 00], +,0) — metric spaces
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V-dependencies

> (V,®,1)
» monoidal category, abbreviate k ® ¢ to k¢

> (C’ E T)
» abelian monoid of objects, abbreviate A-B to AB

» (A,B) eV
» hom-objects, for every A,B € C

» (ABC): (A,B)® (AB,C) — (A,BC)
» composition, for every A,B,C € C

» (AB):1 — (AB,B) and

d(AB) : (A,B) — (A,BB)
» projections and diagonals, for every A,B € C
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V-dependencies Way below
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. SatiSfying Security and

domains?

Information and
ABC)®id honest:
(AB)(AB,C)(ABC,D) LBS)ZY 1 Bcy(ABC D) ’

Domains for

guessing
Guessin
Id® ( (AB )CD) (A( BC ) D ) Emichedgdependencies
Guessing and continuity
Summary
A,B)(AB,CD) —————— > (A,BCD
(A.B)( ) (AB(CD)) ( )
(A,B) (AB) —92T(AB)_ A B)(AB,B)
m(AT)®id \ dzq&/ (ABB)
(A, T)(AB) ————> (AB) (A,BB)



V-dependencies Way below
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a<bArab<c <« a<bc pA—

Enriched dependencies
Guessing and continuity

> V = (Set, x, 1) — dependent types (RCCCs)

(x:A > f(x):B(x))
x (x:Ay:B(x) > g(x,y):C(x,y))
—  (x:A > (F(x),g(x,f(x))) : B(X) x C(x,f(x))

= ([0,1],-,1) — Bayesian nets

Summary

(AFB)-(ABF-C) = (AFBC)



Domain theory of Bayesian inference e
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Let D be a [0, 1]-dependency. A Bayesian ideal is R
amapye:D— [0, 1] such that gefiilgng
(E }_ @)QO(E@) S SO(E) Summary

We denote by 7D the dependency of Bayesian ideals,
with the monoid and hom-object structure

eP(©) = ¢(©)y(O)
_ ©(©) P(O)
wr) = A (55 5S)

oeh



Domain theory of guessing

Definition

Let D be a [0, 1]-dependency. A guessing ideal is
an algorithm ¢ : D — [0, 1] such that

HEGE

We denote by HID the dependency of guessing ideals,

(=0)

< 9(F)

with the monoid and hom-object structure

®-W(O)
(@ - V]

o(0
A

):

(vie

\

v(®)
©)
©"

v(©

®(0

)
)

)
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Ideals are Cauchy sequences Way below
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Guessing and continuity
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Yk e NIN e NVn > N Vm € N.
(@17927'“a@n |_@n+m) > e

=

IN € FVYk e NVn > N(k) Ym € N.
[@1,@2,...7en |_ en+m]

Vv
ml
=



Guessing by adjoints

Fact.

Y©) = [-Fo]

HD
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Y©) = [-F6]
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Y 1
Y©) = [-Fre
V(@i) = ,Iim @i

|—00
Gouards ® <= VZ.[EFO]=) [EFT]|[Zr+ 9]
reg



Way below IND-CCA

[Co]

'[007m:D(E?CO) - mO’ml]

-[co,m = D(k, o), mg, my,c€E(k,mp) + 1 #c]

-[co,m = D(k, Co), Mg, My, c €E(K, M),
c1 #c¢,m=D(k,c;) F b]

<

[b]
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» an algebraic theory of guessing can be presented as =4
an algebraic theory of approximation

» a probabilistic theory of guessing can be presented
by extending {0, 1}-domains to [0, 1]-domains
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